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1. Distributed Systems — &= &F A] A Eil

2. Peer to Peer networks — P2P L| E&|3

3. Hashing Functions — ol | &<

— blockchain technology

4. Public —Private key cryptography —&7l/71¢! 7| &= 3}

5. Cryptographic signatures — &2 2} A|H

6. Elliptic curve cryptography - Ef-&l =4



Blockchain technology architecture (1/5)

=5 M2 7= 252 4712 30]oE ZE|5t] = 5 ASLICE

Application Layer

Decentralized Protocol

r=—=—==i

Shared Protocol Layer

Overlay Network

Blockchain

Shared Data Layer

Build consumer facing
applications using API's

Define specialized business
rules at a higher level of
abstraction

Complement the blockchain
with additional functionality

Plug applications into a
shared data ledger



Blockchain technology architecture (2/5)
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Description
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Cryptographic Encryption
MEE BE Holg 222
=50 AZE0f E1|0|E1

Previous block
hash

§17975b97¢c18ed1f7e255adf2
D7599b55330edab8703c817
D100000000000000

Timestamp 35800533
Bits 535f0119
Transaction Count 65

Transaction 1

Transaction 2

Data blocks in blockchain



Blockchain technology architecture (3/5)
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Description
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Peer-to-peer network of nodes in a blockchain



Blockchain technology architecture (4/5)

Description
=
=22 ; o t
=EolEtH 2293 ol RHIf 22 NF Yes selst
WY M S Ao
Key Features
*  Programmability - & E X3 X 0l Application

S
ALI2|QF BHHEl 74 9l 2t ATtes
TZOMU ISSHATEQO AL

Layer

« External Interaction-oz2gZ 32
B2 MY H YYS 58ots ok

— —

NH| A9t &S HBolzg 7 o

Decentralized
Protocol Layer

Q& Lct

+ Hand-off - m2 & 20| YH|C|=H HxL|A
A Hgo 5, EUMMS UAHS 9 Shared Data
29 & oog AFoz S|t Layer

Functioning of decentralized protocol layer



Blockchain technology architecture (5/5)
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Interfaces)2 T & L|C}. 3de|As Ao 2OF EALE TH0| HEEH dESES =
Qe Lic
Key Features | Sample Blockchain APIs |
APl= oj2| B9 7|58 25 AH8X 88 Wallet AP Notification API
-‘-LE:LEH ofl 1_'L°4°|' == 2= 249 250 Get Balance Create Notification
QAL CH H 71X =2 7|52 210 &L Ct Get Address Enable Notification
Get Current Price Display Notification
*  Usability — 2 2t5| 1x Ol H{=L|A Get Transaction History Disable Notification
JlsoR APlZ W2 A A8 E &
Qoo Z JHEFX} A AL O] SFALEIL|CTH | Sample User Interface |
+  Extensibility - 7|5 2% 2 A g £ = Welcome Alice! Current Balance: 20 BTC
25 & APl A7
AP X} OIE| T 0| A ()= APl=Z At2si0 M2 Send Asset Market Price Transaction Log
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BIGCHAIN®®

BigchainDB Architecture: B

Two-Layer consensus

Alice BigchainDB
Federation

DB consensus
¥ Fault-tolerant consensus

Blockchain
consensus

Add tolerance to
double-spends +
other byzantine
faults

- . o A
BigchainDB2| A{H|A BigchainDB=?
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E 3 BLOCKCYPHER
Distributed Full BlockChain Node
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AWSZ|8t Blockchain A{H| A
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Grayscale

A Digital Currency Group Company

Cenesis

A Digital Currency Group Company

Digital Currency Group
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Blockchain Sandbox on AWS:

» Amazon EC2 to run private Ethereum
blockchain nodes

* AWS Lambda to implement micro-
services to interact with Ethereum

« Amazon API| Gateway to publish
micro-service interfaces

» Amazon S3 to host demo web page

« AWS IAM to provides identity access
control mechanism

« AWS CloudFormation to build
infrastructure as code and create the
blockchain sandbox environment
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transaction or a block

Public Blockchain
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Blockchain on AWS
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(Disruptive Innovation)

Cashless Branchless Bankless

Transaction Player 5%

o O

* E-Money, HHEZ?

2l

* Paypal, ebay, m-pesa =

o AOLE Branch, C}O|HE 23




Cashless
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Online Banking vs. Mobile Banking
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