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FEEA 7le] WER FEHe-E HH(cloud computing)l) AH| A7} H S e
AL Qlek FERE AREY 71ed 544 dlolEzt of7] A8 AHof &b of
A7) wiell glolel7 AAl A= e fRE & 5 9 He oA
A(loss of location)” TE= “2]z]2] HEX|(A~H1)(loss of knowledge of location)”&AF
o] ¥A¥staL QUi

S HHAE 28 HIERA Aujs B F2Y 7] oA AfH|A oo
S7FhaA 2= ollde U glolele] A4 =7t 325 8351] Hik=
=24 7Y, & 7= vl=e] 2AE & F=(Google), Ho]~E(Facebook), mfo]=L
EA4IZE(Microsoft) 3} 22 FAIA A AlgAtelA] 23] dHolg Alg2 8745}
AL QIEP). ot 84o] S5t ml=e] VIdES MR IHe % 22kl &
3 Ade sk Al HlolE 8] Higk Zhol=aiele AlFskal .
g5 A= MAY7Ho] FAFAARETERE AXA ol diF o R
of $IAIgt Hlolglol ok A Xt pAREFOA HEAoz dojutn
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1) 292 AFH(cloud computing)o]3t, TE Yl 71&g E-83le] 7Pdsle FAR 71&(T) AL
M|z AFshs HAFHE. AREARE IT AY(ZE], 2E8X|, M, HEYZ 5 Fast
W e ARgskaL, Aujs Fatol] whka] AARE SRS Ao n, ARgS v HES
A Eeh= AFEHS Do) AR EA V< 3], ARE218-0JAFA http:/word.tta.or.kr/index.jsp
(HEH&Y: 2018. 5. 30)

2) Cybercrime Convention Committee (T-CY), Criminal justice access to electronic evidence in the
cloud: Recommendations for consideration by the T-CY, Council of Europe, 2016, pp.15-17.

3) @5 Azl A9olE 201495 oln] J13E AR AF 2% 442 A2 Gl A
283k 312‘34 20174 22 70 wid& dxbske] wiES B} ok AR Alolwbds, 224
dEU 714 %%fs} SATZFAL AR R WAkR), 2017.

4) sojxRe] B9 22l 2 Ad F Tlol=giele 747 thEe fAtelEdX AlFsta Sl
- w71 1_3]-?_] 83 g : https://www.facebook.com/records/login/ (HEH<: 2018. 5. 30.)

- R 7| 7lo|=2}el : https://www.facebook.com/safety/groups/law/guidelines (<3< 2018.
5. 30)

5) olele AR Abelleh WA ANE BHG RO 2E, A 9, “Aoluilzle] 4} HaA
F3E A HA AR et AT FA EARS A3 vl ejatks] TS 15-17-01, BAl-
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A W 92l Al A= ST

Z T o=k 9)3]= 2018 Z£3hA|=HoHomnibus appropriations bill)S SR |F

I BT B giEEe 20181 39 239 5 Hele] AT $2,0005o]
A7F de= Wiet oFe] 5 ekl ARl sl HlolE &84 HaelE fftt
HE(Clarifying Lawful Overseas Use of Data Act, o]} CLOUD Act)’o] Z3&}%]
of GIE. B BBl mlEe] BAMHAAZAES] B EE welsta gl
4l W8 EdE dlolE, 7HiA AR Sl tisiA FR71de] AA| Hlolezt A
A iAo BARle] AlE 84S & o AT YA RN 9] HlolEfoe] H
ol g B SAS ulsk 9o, Eak CLOUD ActellA 7|2 245t
APHEZR Azl gt tietezx o] AEr|o] u|=u} YA A(executive
agreement)5 A AT 7P ol ololl EATE AEA BRI HolEE A
5 39T 5 UES Pt gk
w=Rof A= 41 CLOUD Acte] AAJA 2l ¢wHufjdo] = Microsoft APAT}
CLOUD Actﬁﬂ F9 Y& AuHE T, o]gglh u|=+e] CLOUD Acto] E1}r} &9
dlofEfofle] Hdat Beste] WYY H F= ArRE =EshalAt gk

SLRALE| Q15 2015, pp.169-176 2. ole]olie Ak7| ke ol s] vlole] Fhol ik

5k 2L W 7l ol A6, EAE Sle) o) el e W 2 B
A2 A7 A1 11]1_9_(Z1]17§) 2017 #x.

6) Walden, Ian. “Accessing Data in the Cloud: The Long Arm of the Law Enforcement Agent.”
Queen Mary School of Law Legal Studies Research Paper No. 74/2011, 2011, p. 1. o]l 733
o}, FEPEAFE 0K AR skl AT IR, FAP Y] 4SS Als4
5, 2017, pp. 345-347.

7) Laura Huatala, CLOUD Act Becomes Law, Increased Government Access to Online Info, CNET
(Mar. 23, 2018), https://www.cnet.com/news/cloud-act-becomes-law-increases-government-access
-to-email-internet-microsoft/. (H&H<4Y: 2018. 5. 30.)

8) & wigte] QA WAL v o8 Falololy Hoh 4 ek,
https://www.congress.gov/bill/1 1 5th-congress/house-bill/4943 (#ZEH<d: 2018. 5. 30.)

9) CLOUD Act o]Aol% ©.8 3}](Orrin Hatch) 49 ¢]9lo] 58k o|3)= SCAZ /jA5t] 82
A4 dolEo] Fad 5 ol W 2719 vlEe A= o] gtk 2015 “sf ol AgE
dlolE o] th3k WA 7|He] Holl #3F HE(Law Enforcement Access to Data Stored Abroad
Act, LEADS Act)”3} 20173 “ZA] 41 Zelo|A] W(International Communications Privacy
Act, ICPAY’S BF SCAE 7Hgst7] $1gh Wtoldloyt oJ3joa TR 3k
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II. A - X&SLIH 3 Microsoft ARA

1. &S AH(Stored Communications Act)

ZAFE- A= (Stored Communications Act, “A A=A = o=k AHPHA #4183
ART012 YA AR71220] S BAH= Mo, 19864 27|54 Zefo|uA]
HH(Electronic Communications Privacy Act, ECPA)9Q] ¢t R E O 7 A& cHo.
5 HES AFEUENT Avl AlgARe] 17 gl 71QIxte] W2 zeto|wA] Wz
ofl Teto] 4Bl SAHD. AHBAN ART0IZE WA BE0] Y=Y AW
% |
H

L
T o
fAIe

2 ABASRRE AgE B4 dolee] 2)g 4 HhEA] afefof s A}
A e EESkaL Qloh EE ART02z0IAE HReh AR g vE
912 Al ABAe] ApEAel doje] Folol T ARFES thEa Qleh.

of7]of Atz ofstoll A A npo]ARAZE AR S] AYFex} CLOUD Acté] <
W ol | vls ARSAIY A270320] Wig-e A EIA; itk AREAIN Al
270320 SJsto] eAZ|Eo] HEE 4= Qe AR S92 HE, 2R 5 7L
ARl HtE WIUg G, T12]ar ART032(c)2)1of] A = YAl 7R
FE G AARE 5 Al TR W] & 4 Qlnk ERE ART03IZO A= “H R
(government entity)!9”o] Al gApol|A] A3 AL W8, 2E]al AR 7153

10) Orin S. Kerr, “A User’s Guide to the Stored Communications Act, and a Legislator’s Guide
to Amending It,” George Washington Law Review, Vol. 72, No. 6, 2004, p.1. A3, A7
o] AAA o] gHAloll B A - W= A 9 HAIRE FA0R - S Al
25, 2010, pp.141-142.

11) U.S. Department of Justice, Computer Crime and Intellectual Property Section (CCIPS),
Searching and Seizing Computers and Obtaining Electronic Evidence in Criminal Investigations
Manual (2009), p.115.

12) Qe o= grel A9 Aol AR A Fuke sldol ddhn Aztsle A, okERE
2 9% Aol e7hE 5 ok 18 US.C. § 2702(b)(6), § 2702(b)(8).

13) ART03Z(C)Q)IE 712 7AAAEE @ AR WA thew o] ANERL Tk
(A) °IF; (B) 2 (C) A Wl Aste} e A3t 414 715, = Al AZ3 A&ARE 715,
(D) ABl2= ARg7IRES} dol(A12h AL E3he} o] 83 Aul=e] F5; (B) Ashis gl 7]et 7]7]
We wE dAdoR e RE ESD F48 TeR sl RANs e A9 2ol
(F) gk Au|zo) et ol &5 AEsrd 9 AEdAd
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71 ZHAAP R B Al AR RS 2 Zzke] AR IUNE AAISH ] S8l Botef st
= AAE Pgstal I,

AR703zo M= AR71e] AlgAAl 54 HE NS Alshks o AR
e ol 7 S AASkL ok o] oAl T W2 D) AlET
(subpoena), 2) 7kt thgt APAEA] & A&, 3) § 2703(d)of w-E H
Z(court order), 4) 7}JAto]| tjgt AFIEA] & § 2703(d)o]l whE WA W L
5) 4= JZKsearch warrant)o] 1A o|tH6). A& Z(subpoena)-L 713 HA Q4
o] ofsin] MRLAA) 7HaRt 27 S AR, AHI|Be AEYRES Eo 7]

£ 7RAE R AR FAS FAZ 5 Gek9 EFE 3RS ART03%

oE o, ot

Kl

(@] T2 0 P B QAR el A 2k AIHS 57
3 % olek ARTI0] MUORRE M G WP A, HIEAAu|A

o] “HAA AT O] FE= B 1809 o|vfo] EEl= wlo|eE makste] 7helx)
Ay 9 20712 5 7 e o 101Eu BHE AR 5 YTHO. S
Aaol glo] Solghut He
ol HRIsEo] WA Aol HhEA

W AR703z2(g)ollA= o] Mol mE I YA Alole MY Aol 875A|

E

14) 18 US.C § 2711
(4) the term “governmental entity” means a department or agency of the United States or any
State or political subdivision thereof.

15) U.S. Department of Justice, Computer Crime and Intellectual Property Section (CCIPS),
Searching and Seizing Computers and Obtaining Electronic Evidence in Criminal Investigations
Manual (2009), p.127.

16) U.S. Department of Justice, Computer Crime and Intellectual Property Section (CCIPS),
Searching and Seizing Computers and Obtaining Electronic Evidence in Criminal Investigations
Manual (2009), p.127.

17) 243, Sl AASHE el @l wa A7 - nel @el % WARS
FHoR -, TS A1 A2&, 2010, pp.147-148.

18) 18 U.S.C. § 2703(c)(2).

19) 18 U.S.C. § 2703(a).

20) 18 U.S. Code § 3105 - Persons authorized to serve search warrant
A search warrant may in all cases be served by any of the officers mentioned in its direction
or by an officer authorized by law to serve such warrant, but by no other person, except in
aid of the officer on his requiring it, he being present and acting in its execution.
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or=thal Aoz FAslaL ks Holrh.

2. United States v. Microsoft Corp. A4

20134 129 v SR jopo ARt Aol gl olel Aot}
TR RRE S S Wilo} tlo|aRARES Y= s
o AR L HEL B HRE AST A2 YA et v
SAZEL vl ) Aulo] AEl] gl AR AuNke AZSIAIL We o
o] %% dole7t o UME TEIe] $IxI3t Hlole] Alelo] AAElo] Gk ol g
2 4 AE ARSIk olol 20141 49 259 FRERA S Aokma
ufol 2R AT ES} ulaolA] AQE St Qlon], oldWE Aulo] BLUIS
710 vl welolets He BAR vlo|ARATES} 48 A FAo] Sk 3
chl BAPISIGOL, nlo]ARAREL ofd] Fastgick

ARe] = AR vls MR o] nho] AR AL EfA| v]= 9
S

il

%

o
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L
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AEol] AE A U8 HEE AlSstes o AFTAHY 982 ol HE
o] ©j9] TGl Sfalzn] ojRolth o] WL BAle] aH Talge o9
Ag =4 FX]9] Y&l(Presumption against Extraterritoriality) 2] ¢JHt o525 A&

s} “elelg 24 FAe] Lol ool gl et AWsIwel oAt

Eofl AIAolaL Al e A o2 3k s Ul Q]2 Holkes

21) 18 U.S.C. § 2703 (g) Presence of Officer Not Required.—
Notwithstanding section 3105 of this title, the presence of an officer shall not be required for

service or execution of a search warrant issued in accordance with this chapter requiring

disclosure by a provider of electronic communications service or remote computing service of
the contents of communications or records or other information pertaining to a subscriber to
or customer of such service.

22) In re Warrant to Search a Certain E-Mail Account Controlled and Maintained by Microsoft
Corp., 15 F. Supp. 3d 466, No. 13 Mag. 2814, 2014 WL 1661004 (S.D.N.Y. Apr. 25, 2014).

23) Wi Ye = SAAUH(Securities Exchange Act)e] e]z83 THE ARzolA]
odeldg 4 FAe] 9L AL WA¥om AF3dth Morrison et al. v. National
Australia Bank Ltd. et al., 561 U.S. 247 (2010)(°]3} “Morrison AFZ1”), p.13. WA, 7152,
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(rebuttable) 4= %%X] olH = 3
VeA] o 52 &

I A=A 01 = wesior sh o5 Aty flsiA MU Y
F H o (focus)o] FSI9IA] iRt HEM el i Sl 97t ofdoflA &
WEAE gofsfiof FheRd.

AEAOR 2016E 74 v|= AREIFA YL vo|ARAIE ARofA S
AH] 2 AEARAA] vl= Hiol] A FEE FsHeS 878k AFEAHAY 9
B WS AL W de] Ago] Gk TASGARO. 3 v T
AN, AL A G 3)7F A-SAI el whe gt gAol Hef A8-2
AL omalx] QUTHL MYTRY. T WAt FaNAS AEAY] A
2703 () £3H0] 2L “AREAI] AL A 8 Zeto|HA|Z BE S
QITHL 19 ojof e WS ARALe] LatoluAlo] TiEE Auls AEA)
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Y9he el o3l volARALET} RO Lo RN ARG
== %L_/F;].L_ oﬂ HMHE][:]- 1 EOH:]—
2 O] el Wgol ofdsl= tERI(Dublin) 47 Hlo]E%

3t e i
gl Aaso} el s Hlole e A QEIgly] el WE o] 2}
£ Y97k 015 el ] dofut Zloleki BeksIGIT. weba Tejet Aol Hale

¥Ee] BHHel Q9] gl Tk BABALR,

[#elg4] melgoiEe Kiobel #de] ZAQIAMA A, =AME)=F AS8d A3
3, 2013, pp.256-257014 A&

24) Dodge, William S. “The Presumption Against Extraterritoriality in Two Steps.” AJIL Unbound,
Vol. 110, 2016, p.45.

25) Dodge, William S. “The Presumption Against Extraterritoriality in Two Steps.” AJIL Unbound,
Vol. 110, 2016, p.46.

26) Microsoft v. United States, No. 14-2985 (2d Cir. 2016).

27) In re Warrant to Search a Certain Email Account Controlled & Maintained by Microsoft Corp.,
Case No. 14-2985 (2d Circuit July 14, 2016).

28) In re Warrant to Search a Certain Email Account Controlled & Maintained by Microsoft Corp.,
Case No. 14-2985 (2d Circuit July 14, 2016).
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ofofl WFHE MY Aol BHsle] HatA FAle] o] Abo] d
Mool AR FU A, AFEANE SR Wk AESHATRY. 20181 W
57} Aokt ofe] 48 Zafo] gHE CLOUD Actzh opelel AP idleh o5 &
Mokl 2018\ FlEele] Eibelo] 2812 Fusln HFHOR thEYel
% wiotel Akt

ofofl MFH= CLOUD ActE 2AR A2e 4 Wiol nlo]az e
QS vl PR} nfo]ARATE Of PAbhs MR Go] 71 P
QAISIATHs ol Folstalehy. 23 A delds 5 Aol § o)A 4ol

olejo] gickmoont WLIskaL sHFA WU AHL splska 712F 2L Sk,

o~

. CLOUD Acte] F£2 L2

CLOUD Act A|10220] wh2gl, & wo] odoldg 14 414e] B % shii
W71 Sato] HhiEt e glofis Alojth CLOUD Acto] ZEo| A= 5 ¥
o) 9%l Aol thalA MAsHHA, ElejelEe Eae Azt WHd] thear] 9
AL BANHIAAZATL B4 Qs tﬂOlEMl qAjo] sl o] Was)

o, 223k o] 23t glolel7} sfelol] A A-e-oll= dlolE ol tigt fHo] ot

—_

29) olgk= dizHom vEm AUFASEBDIE TH(google)S R AFTAW A2703=
of mE e Wl WG AN T2 A4 AT e ofARS] Aol
S o182 Am ABE Avelgice, Aduel T3 Awuse el ael
AgE dolelE AFIHES eTsHs SCA Fe] Mol Atk WAL W
o A3 EAe Az AT AABN @ e AYAARE Ay BAsE
Aolel, RE Pdels ZE WAL FolN olRolAdm msith = AZE EAl
dasks WA gAs dolEaEe] BaUd 937k oleh Az AT AAHom
A dolEel FoE 5 e AR olalsis Aol o wwHsta Bt In
re Search Warrant No. 16-960-M-01 to Google, 232 F.Supp.3d 708 (E.D.Pa. 2017).

30) Mulligan, Stephen P. “Cross-Border Data Sharing Under the CLOUD Act,” Congressional
Research Service Report, 2018, p. 7.

31) Mulligan, Stephen P. “Cross-Border Data Sharing Under the CLOUD Act,” Congressional
Research Service Report, 2018, p. 8.

32) United States v. Microsoft Corp., No. 17-2, 584 U.S.  (2018).
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3 95 PRI vlahe] FAMHAATAIL KA dloleo] that B &
Ao Z715H 9 A1 g3t o) vlF WEol s dlolele] TAS FHsH=
A9 AU2ATASE] GelHE WA R FED 5 9k BAZE ALk
CLOUD Act FEAL o]idh ZAIE shas] Sisto] vlaa 915 571 zep
oAl W 71HA o] e AT £ES shgom 34 WS ALk 2o

shpel tieko s 243 Aoleks A AT rk

1. Fe/HEe| BAIM 27 ok

CLOUD Act o] Ag-g-AlH o= AR7E Aul2AlsAel Al vl= Hiofl A7
glofel] Algs 84 4= Al o el I Aol dih HAIA e Tl A
otk 1= gls floflA A Microsoft AP 4@} Zho] ml=of] ZARE & 71
of ul=r Hof] Akl Q= dlolE ol thet " 7/ o Fol =wto] Al
o= 2J8]= CLOUD ActE Fall ASAIN ARTI32E At o5 YHA 2
2 sdstiek & ARTI3 2| “Au|aAlF AN Y FAL 715 E= 7B AEIF
o= W Exs vl gl AR} JleA ot BAlglel sie Ale At Eo Hat
= FABL e 74 B AAEAY WS B 7R 715 B A B 71
Ape] RS HE, wel(backup), E= FND HA S5 Estoiof TP ekl
TEIORHN, AdEalYo] dejxor AgHr= S 93] stk

AL §HH3]|(Council of Europe)?] AloJHHI|HF 9A3|(Cybercrime
Convention Committee, T-CY)o| A= E¢-E U] S7 o) tigt 22734 4L &

Aol tste] Atatiar ol et ZA19] At 5 shut=A A& B (production

33) § 2713. Required preservation and disclosure of communications and records
“A provider of electronic communication service or remote computing service shall comply
with the obligations of this chapter to preserve, backup, or disclose the contents of a wire or
electronic communication and any record or other information pertaining to a customer or
subscriber within such provider’s possession, custody, or control, regardless of whether such
communication, record, or other information is located within or outside of the United States.”
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order)of W3+ Alo|HHE|FeKConvention on Cybercrime) A|18% A
(guidance note)E WL AR, AfolH W HF A|I8% A1 bIofA Tl
= A= YR Yol A AR|AE Alsshe AMulaAlgAtol A AujaAdl g7t B =
= BESHL Q= TP EE AlEsies B deke Fofstoof gthal 114
SHaL QITPY). & 223 WIste] sjdAoA= CLOUD Acto] iF|A|el 22
et A AT A= FE Ufoll ARl AlSAE MAOR Ee EEdoR 4
ASHA] = Aol & 22 A8 5 oAl siAstal e, = HlolE=
ofg] el 2A AEe] & = Al o FES ols = W] HE
of, dlolele] A7} ¥ A AE3e 84 ofyial AgshHA dlofE7t
AuaAl AL B = ] slofl Qe o 7R EIT B e ol A
ol oL steete A8xE A8 4 Qlrfal Bl P,

34) Cybercrime Convention Committee (T-CY), T-CY Guidance Note #10 - Production orders for
subscriber information(Article 18 Budapest Convention), T-CY(2015)16, 1 March 2017.
35) ANSR(AEHH) 1. 7 BAFTL,
a. o8 A7k A5l G ulol Al Asdl e AR wlold el 4auel gl
574 AFHE BAIT A Belkn Qe A% ol AESL
AIZAEATE BAEe] G el BAska QA Felehar gl Apale] Au|2s} #hel
# IAARE ASIES WYY VR DY 7P Rees Bad PPz 2
7 wre) zAg Hskolol gk
2. % %o 93 H3} Axpe A4z ¢ AISZE 7|28 Sfolof s}
3.5 ZolA oJulehs ZHdAPd RS A AFARE Bk Qs AH|2 o]&atel] sk PR
< Edigdlold] e IRz dlolEl & A ZFH ulofele] FH= Ho oAU 7TE thE
FHR Hol e BE FEEA U5 I F e FEE Lotk

o

K

R

a. o] % B2 Au2e] FF, o] FAMHIAE f3lA F3 Tled 22 B AH| 2
o871k
b. 7kdAte] A9, S, Ashis gl O vhe] LS, Tl a0k Bk Alokelt Aol

A ol 8E F e a7 AT E ATl #d AR
c. A= Aok e A AT B21717] AA| Aghed @ O uke] HH.
36) Cybercrime Convention Committee (T-CY), T-CY Guidance Note #10 - Production orders for
subscriber information(Article 18 Budapest Convention), T-CY(2015)16, 1 March 2017, p.6.
37) Cybercrime Convention Committee (T-CY), T-CY Guidance Note #10 - Production orders for
subscriber information(Article 18 Budapest Convention), T-CY(2015)16, 1 March 2017, p.7.
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38) CLOUD Act, H.R. 1625, 115th Cong. div. V, § 103(b) (2018) (18 U.S.C. § 2703(h)).

39) Jennifer Daskal, Microsoft Ireland, the CLOUD Act, and International Lawmaking 2.0, Stanford
Law Review Online, Vol. 71, 2018, p.11.

40) 18 U.S.C. § 2703(h)(2)(A).
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2703(h)(3).

42) 18 U.S.C. § 2703(h)(2)(B).

43) CLOUD Act § 105(a) (18 U.S.C. § 2523 AlA).
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45) (j) It shall not be unlawful under this chapter for a provider of electronic communication service
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F

to the public or remote computing service to intercept or disclose the contents of a wire or
electronic communication in response to an order from a foreign government that is subject
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to an executive agreement that the Attorney General has determined and certified to Congress
satisfies section 2523.

46) Mulligan, Stephen P. “Cross-Border Data Sharing Under the CLOUD Act,” Congressional
Research Service Report, 2018, p. 23.

47) Mulligan, Stephen P. “Cross-Border Data Sharing Under the CLOUD Act,” Congressional
Research Service Report, 2018, p. 23.
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48) Lin, Tiffany, and Mailyn Fidler. “Cross-Border Data Access Reform: A Primer on the Proposed
U.S.-UK. Agreement.” A Berklett Cybersecurity publication, Berkman Klein Center for Internet
& Society (2017), p.4.

49) Cybercrime Convention Committee (T-CY), T-CY assessment report: The mutual legal
assistance provisions of the Budapest Convention on Cybercrime, Council of Europe, 2014.

50) Clarke, Richard A., Liberty and Security in a Changing World: Report and Recommendations
of The President’s Review Group on Intelligence and Communications Technologies, 2013, p.
2279 % MLATe]| whe dxt i 10709 A% edda A3 b ok

51) Cybercrime Convention Committee (T-CY), T-CY assessment report: The mutual legal assistance
provisions of the Budapest Convention on Cybercrime, Council of Europe, 2014, p.123.

52) @=e] 7% oln nF AgRel A Ao gt =oE st 3ler, CLOUD Actdl| wh&
PAEASE HxE A= Iy €@ ez odiEa ot Jennifer Daskal, Microsoft
Ireland, the CLOUD Act, and International Lawmaking 2.0, Stanford Law Review Online, Vol.
71, 2018, p.14.
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A73 A FEATEA 15-17-01, BAl- AR A3, 2015, p.176.
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Z SH A European Union, EU)ojjA]= 2018 5 25 “AUdl glojg] HE
TA(General Data Protection Regulation, GDPR)”o] ®F&E|Qit}h 0|2 QI3lA] H)
o[g] A% 9 Ao ¥t EUS GDPR 5743} CLOUD Act 70| 454 74
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56) Jennifer Daskal, Microsoft Ireland, the CLOUD Act, and International Lawmaking 2.0, Stanford
Law Review Online, Vol. 71, 2018, p.12.
57) EU GDPR Article 48 “Transfers or disclosures not authorised by Union law”
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Any judgment of a court or tribunal and any decision of an administrative authority of a third
country requiring a controller or processor to transfer or disclose personal data may only be
recognised or enforceable in any manner if based on an international agreement, such as a

mutual legal assistance treaty, in force between the requesting third country and the Union or

a Member State, without prejudice to other grounds for transfer pursuant to this Chapter.

58) Brief amicus curiae of Ireland in support of neither party, Microsoft Ireland, No. 17-2, 2017.
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59) Robyn Greene, Somewhat Improved, the CLOUD Act Still Poses a Threat to Privacy and Human
Rights, Just Security, March 23, 2018. https://www justsecurity.org/54242/improved-cloud-act-p
oses-threat-privacy-human-rights/ (HZd<£Y: 20184 59 30¢)

60) Jennifer Daskal, Microsoft Ireland, the CLOUD Act, and International Lawmaking 2.0, Stanford
Law Review Online, Vol. 71, 2018, p.15.
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Passage of the CLOUD Act and Its Implications for Law
Enforcement Access to Extraterritorial Data

Song, Young-jin*

Recently, the US Congress passed the 2018 omnibus appropriations bill, and
President Donald Trump signed the bill on March 23, 2018. The bill encompasses
over 2,000 pages, including the “Clarifying Lawful Overseas Use of Data
Act(hereinafter ‘CLOUD Act’)”.

CLOUD Act explicitly stipulates that government agencies should be able to make
requests for communications, traffic data, and subscriber information that are owned
or managed by US telecommunications service providers regardless of where the
data is located. CLOUD Act therefore provides a legal basis for transborder access
to data.

In addition, the CLOUD Act provides that foreign government agencies can
request data directly from US companies when an executive agreement is signed
with the US government as an alternative to the existing international cooperation
process based on the Mutual Legal Assistance Treaty(MLAT).

The CLOUD Act provides clear answers to the recent controversial issue of
transborder access to data by introducing the phrase "regardless of whether such
[...] information is located" in the existing law. This is a worthy legislative measure
in that it presents an alternative to solve the inefficiency of MLAT process, which
has been recognized as an investigative barrier by most law enforcement agencies
around the world.

In Korea, the number of cases in which law enforcement agencies are directly

* International Cybercrime Research Center, Korean National Police University
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executing a warrant against US service providers is increasing in recent 5 years.
In order for Korean law enforcement agencies to receive content data from US
service providers more efficiently and promptly, it is necessary to actively review
ways to conclude executive agreements with the US government. This requires
substantive and procedural laws that are in line with international standards in
relation to cybercrime and digital evidence. In addition, Korean government should
be able to assure that there are clear legal mandates and procedures, including
procedures through which the authorities collect, retain, use, and share data, and

effective oversight of these activities.

% Keyword: CLOUD Act, Stored Communications Act, transborder access to data,

extra-territoriality, mutual legal assistance, cybercrime, digital evidence
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